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Abstract:

Industry 4.0 is a “digital revolution”, which hastening globalized impact of transformation
and generate need of cost-effective smart manufacturing solutions for future;, After COVID-19
pandemic, many employees started working from home; and many firms adopted digital business
models to maintain operations and preserve some revenue flows and continue with producing high-
quality products. In last two years, businesses which were unable to convert themselves in digital
form were erased from the business world and not survived further. So adaptation of technology like
Block chain is very essential for not only survival but also to generate optimized revenue from
business. This research paper provides detailed study on role of block chain for evolution of Industry
4.0.
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1. Introduction:

The present modern industry has experiences vast changes since its initial iteration at the
beginning of the industrial revolution in the 18th century. For centuries, most of the commodities
including weapons, tools, food, clothing and housing, were manufactured by hand or by using work
animals. As shown in figure 1, this changed in the late of the 18th century with the introduction of
manufacturing processes using mechanical methods. This was the era of Industry 1.0, where the use
of steam power and mechanization of production started and base of industry culture was deployed.
the mechanized version achieved high volume of commodities in same time.

The next revolution, Industry 2.0 began in the 20th century through the discovery of
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electricity and assembly line production. Concept of mass production caused revolution in the
automobile production and many such industries. Now production of any automobile was not one
station work. Assembly lines concept were introduced to produceany vehiclethrough multiple
stations; different parts were produced on different stations and at the end assembling of all parts
outputs the final product. This was the drastically changed in production methodologies and
strategies which ignited the speed of production with quality product in lower cost.

The Third Industrial Revolution began in the Late of 20th century through partial automation
using memory-programmable controls and electronics computation devices like computers.
Electronics devices and automation technologies started replacement of human being with machines.
Many robots and automated machines were generated which were able to worked without human
intervention

We are at present implementing the Industry 4.0. This is characterized by the application of
information and communication technologies to industry and is also known as "Industry 4.0"[2,3,4].
It builds on the developments of the Third Industrial Revolution. Production systems that already
have computer technology are expanded by a network connection and have a digital twin on the
Internet so to speak. These allow communication with other facilities and the output of information
about themselves. This is the next step in production automation. The networking of all systems
leads to "cyber-physical production systems" and therefore smart factories, in which production
systems, components and people communicate via a network and production is nearly autonomous
[12,13,14,15].

Industry 4.0 promotedinnovations and usability of revolutionary digital technologies like
Internet of things (10T), Artificial Intelligence, Cloud computing, Machine Learning, Data Science,
Blockchain etc. For digital trading, Block chain platforms are suitable for providing transparency in
transaction with security and privacy.

2. Blockchain —Crypto Trading Platform:

Block-chain is a technology that has gained much recognition due to its crypto- trading
platform which ensures privacy, transparency and security. These characteristics of Blockchain
provide enormous possibilities for enhancing the sustainability of trading over digital networks.
Some fields have prospective benefits for block chain, like financial transactions applications in
which block chain can provide trust. Different contributors, vendors and stakeholders can have
linked to the block chain to understand the status of product manufacturing at its different assembly
lines. block chain ensures tamper proof transactions and protect all the details of digital trading and
product like sub-assemblies, parts, sales and storage, etc. Block chain enables manufacturer to

gathered real time information in very short period [1-3]
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“Block chain” as the name suggest is the Chain of Blocks. The Chunk of digital
information (Blocks) which are connected through the public databases (Chain).
It is nothing but the specialized replicated data structure for storing transactions details with pointer
details of previous block.

Blocks stored digital information like actual record of any transaction, details of involve
entities in the transaction, timestamps and other metadata of the transactions. Blocks also has unique
id which 1s known as hash. Block chain technology is built using peer-to-peer networking. Anyone
who is on network can access the blocks. There is no centralized community to control the Block
chain. So, no one is the sole-owner of the block chain everyone has a copy of the block chain. With
the concept of decentralization, it also needs to be ensured that everyone holds exactly the same copy
of the block chain at the same instance of the time. In block chain technology it is known as
“distributed consensus problem”. To solve this problem, a special framework is identified, which
acknowledged the authorized one, who can append new block on chain by providing ‘“Proof of
work”, they are known as block miners; the peoples who lend their computing power to the network
to solve the complex computation algorithm problems.

2. Literature Review:

It improves and provides privacy and security guarantees such as anonymous authentication,
auditability, and confidentiality. It also improves the efficiency of financial processes [17,18].

The block chain is run and maintained by a network of computerscalled nodes, so there is no
single-point-of-failure, and information canbe accessed in real-time. The industry is correctly in line
with the conceptof the influence on the market of Blockchain technologies [12,19,20]. Its crypto
graphic primitives like Hash function, digital signature and smart contract allows users to preserve
their exclusive and immutable identity documents, without their permission that nobody can read or
view. Many block chains are developed and utilized for supply chain management in manufacturing
process [21]. Blockchain is also very effective tool for tracking and tracing the product [23].
Exploitation of Blockchain in various service sectors like Healthcare [22], Ecommerce [24],
Smartcontracts [25] and automotive industries.

Some of the Blockchain platforms are summarized in table 1

Table 1: Different Blockchain platform summary

S | Blockchain | Name Year | Decentralized Application Areas
n | platform implementation
concept
1 | Bitcoin SantoshiNa | 2008 | Mining Money transfers, Financial exchanges
kamoto
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2 | Ethereum | VitalikBute | 2005 | Smart Contracts | Ethereum is a decentralized blockchain
rin  Gavin platform for building and running
Wood autonomous smart  contracts over a
network of nodes, secured by Proof-of-
Work (PoW)
3 | Ripple Chris 2005 | Consensus The purpose of XRP is to serve as an
Larsen, Bra protocol,via  a | intermediate mechanism of exchange
d group of bank- | between two currencies or networks—
Garlinghou owned servers, | as a sort of temporary settlement layer
se to confirm | denomination.
transactions.
4 | Solana Anatoly 2019 | smart contract Solana is a blockchain platform
Yakovenko designed to  host decentralized,
p Greg scalable applications.
Fitzgerald,
Stephen
Akridge ,
Raj Gokal
5 | Binance Changpeng | 201 | consensus and | Money transfers, Financial exchanges
Coin Zhao 7 delegated proof-
of-stake
6 | Tether Brock 201 | Track U S | Tether 1s a blockchain-based
Pierce, 4 Dollar. cryptocurrency that is backed by the
Reeve TRON,OMNLE | U.S. dollar
Collins, TH
and Craig BLOCKCHAIN
Sellars
7 | Avalanche | Emin Giin | 2020 | smart contract AVAX is used to pay transaction
Sirer, Kevi processing fees and secure the
n Sekniqi, Avalanche network
8 | Yearn. Andre 2020 | Yearn. finance | lending aggregation, yield generation,
finance Cronje (YFI) is an | and insurance on the Ethereum .
Ethereum token
that governs the
Yearn. finance
platform
9 |elrond Despre 2020 | smart contract Contributing to reach the necessary
Beniamin economic security threshold, and
Mincu earning rewards while delegating or
running a validator node.
10 | Raven Tron Black | 2018 | Raven coin is | Raven coin is a  peer-to-peer
Coin based on a fork | blockchain, handling the efficient
of Bitcoin, and | creation and transfer of assets from
the project | one party to another.
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offers token
issuers an
alternative  to
smart-contract-
centric block
chains

3. Implementation of Blockchain in various sectors:

Industry 4.0 advocated the use of digital data and exploitation of new technologies like 10T,
data science, robotics and Al. Industry 4.0 revolutions are pushing its limits to give rise to smart
companies, in which Block chain technology and applications have significant share [5,6,7]. In
online trading and business blockchain technology is providing suitable platform to transact,
exchange, and transfer data at the same time as retaining a trusted atmosphere. Many blockchain
applications have been already deployed for bridging the gap of online trading and offline business
traits [2]. Ad-hoc applications are developed for solving problems of different sectors like healthcare,

supply chain, automotive, education, finance and public sectors (figure:1 ).

Finacial
services

Public
sectors

Automotive

Block Chain
implementation in
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Identity
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Figure 1: Block Chain implementation in different sectors for Industry 4.0
Healthcare Services:

Blockchain very useful for creating innovative solutions in various sectors, including
healthcare. A Blockchain network not only allowed to maintained and accessibility of patient
medical records but at the same time encouraging for protect and exchange patient data through
hospitals, testing laboratories, pharmacy firms, and doctors. This empowered patient to have greater
control over its personal information and assist to be safe from fake physician practices.

Healthcare practitioners and medical providers are recognizing Ethereum Blockchain
technology very useful for medical data management, patient data management, drugs and treatment

practices updating and convenient to access data among several stakeholders.
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Finance:

With the huge publicity of Bitcoins, many blockchain applications are widely developed for
financial- sector [1]. At present, the finance and payments sector be inclined to act as a critical
corporate of block chain and the pace of adoption in many other industries. Implementation of
blockchain technologies for financial services solved many problems like slow payment settlement
process, limited transparency and security vulnerability issue. These block chain based applications
improve end user experiences, help to generate optimized revenue and reduces risk in business
operations.

Public Sector:

Due to centralized execution of many processes of public sectors is very slow, tedious and
required labor work, whereas blockchain technology based applications endorsed decentralization
and offer more secure, agile and cost-effective structures

Application of blockchain technology in the land registry answered many problematic
questions that are arises due to keeping a centralized record. As blockchain is a distributed
tamper proof ledger handling technology which facilitate keeping of historical records of all
transactions that have taken place across a peer-to-peer network.

Digital identity:

The traditional identity systems like Aadhar / Ration card details driving license, etc. are
fragmented, insecure and continue to lack complete ownership and control over their identities.

Peoples had experiences of frequent hacks, which forces a lifetime of fraud mitigation for the
end-user. Blockchain identity management systems could be used to eliminate such identity issues.
AsBlockchain technology is based on decentralized system, it can be allowing for users to create and
manage digital identities for identity management with proper encryption system to make it more
accessible with security. Asynchronous encryption system will be utilized through which person can
have public and private key for secure identities at the same time ensure tamper proof accessibility of
it.

Supply chain:

Many of the Business experts areunleashing Blockchain technology for supply chain
management systems for answering present challenges in business systems. Supply chain data is not
always visible, available or trusted. Blockchainbased applications for supplychain management
facilitatesstakeholders to share and availability of trusted data.Blockchain supports to have
confidence on supply chain transparency, authenticityand traceability of the products and its quality.
Blockchain based, supply chain can supportstakeholders to record price, date, location, quality,

certification, and other metadata moreeffectively.
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Automotive:

The automotive industry is also leveraging the potential of blockchain for maintaining
records of automobile insurance, driving license regarding data and facilities, location tracing of
automobile, payment and servicing details of vehicles. Blockchain based supply chain for automotive
industry ensures the proper coordination of production, shipping and supplies.

Massive data of automotive industry like vehicle component production and delivery status, its bill
records, updating and coordination of assembly line.
4. Conclusion and future scope:

Blockchain technology can aid in scaling up in cross domain application development and
also can assist to deploy and framing many government and non-government worldwide systems.
Industry 4.0 and its innovative technologies are stepping up blockchain at next level. Its feature like
proof-of storage and proof-of-existence are evolved with many new applications. Blockchain
technology provides virtual shared infrastructure for integrates multiple blockchain based platforms,
which helps to access platform specific benefits to successfully completed and complex transaction.
It also helps any country to integrate its diversified government services which can be further utilized
to verification and assist to remove the loop whole of processes and reduce chances of fraud and
malfunctioning.

5. References:
[1] V. Chang, P. Baudier, H. Zhang, et al., How blockchain can impact financialservices—The
overview, challenges and recommendations from expertinterviewees, Technol. Forecast. Soc.
Change 158 (2020), 120166.
[2] C.S. Tang, L.P. Veelenturf, The strategic role of logistics in the industry 4.0 era,Transport.
Res. E Logist. Transport. Rev. 129 (2019) 1-11.
[3] C.M.S. Ferreira, R.A.R. Oliveira, J.S. Silva, et al., Blockchain for machine tomachine
interaction in Industry 4.0.. In: Blockchain technology for Industry 4.0, Springer, Singapore,
2020, pp. 99-116.
[4] J. Huang, L. Kong, G. Chen, et al., Towards secure industrial IoT: block chain system with
credit-based consensus mechanism, IEEE Transactions on Industriallnformatics 15 (6) (2019)
3680-3689.
[5] L. Faramondi, G. Oliva, R. Setola, et al., liot in the hospital acenario: hospital 4.0,blockchain
and robust data management. In: Security and Privacy Trends in thelndustrial Internet of Things,
Springer, Cham, 2019, pp. 271-285.
[6] G. Epiphaniou, H. Daly, H. Al-Khateeb, Blockchain and healthcare. In: Blockchainand
Clinical Trial, Springer, Cham, 2019, pp. 1-29.

IRJHISIC2302005 | International Research Journal of Humanities and Interdisciplinary Studies (IRJHIS)| 43



www.irjhis.com ©2023 IRJHIS | Special Issue, February 2022 | ISSN 2582-8568 | Impact Factor 6.865
International Conference Organized by V.P. Institute of Management Studies & Research, Sangli
(Maharashtra, India) “Digital Technology: Its Impact, Challenges and Opportunities” on 25" February 2023

[7] P. Sandner, A. Lange, P. Schulden, The role of the CFO of an industrial company: an analysis
of the impact of blockchain technology, Future Internet 12 (8) (2020)

[8] X.L. Lu, W.M. Wang, H.Y. Guo, et al., Industrial blockchain based framework forproduct
lifecycle management in industry 4.0, Robot. Comput. Integrated Manuf.63 (2020), 101897.

[9] B. Esmaeilian, J. Sarkis, K. Lewis, et al., Blockchain for the future of sustainablesupply chain
management in Industry 4.0, Resour. Conserv. Recycl. 163 (2020),105064.

[10] J.J. Sikorski, J. Haughton, M. Kraft, Blockchain technology in the chemicalindustry:
machine-to-machine electricity market, Appl. Energy 195 (2017)234-246.
[11] A. Kapitonov, I. Berman, S. Lonshakov, et al., Blockchain based protocol foreconomical
communication in Industry 4.0. 2018 Crypto Valley Conference on Block chain Technology
(CVCBT); 20-22 Jun 2018; Zug, Switzerland, IEEE, Piscataway, NJ, USA, 2018, June, pp. 41—
44,

[12] T.M. Fernandez-Carames, O. Blanco-Novoa, M. Suarez-Albela, et al., A UAV and block
chain-based system for Industry 4.0 inventory and traceability applications. Multidisciplinary
Digital Publishing Institute Proceedings vol. 4, 2018, p. 26.

[13] J.W. Leng, G. Ruan, P. Jiang, et al., Block chain-empowered sustainable manufacturing and
product lifecycle management in industry 4.0: a survey, Renew. Sustain. Energy Rev.132 (2020),
110112.

[14] J. Leng, S.D. Ye, M. Zhou, et al., Blockchain-secured smart manufacturing inindustry 4.0: a
survey, IEEE Transactions on Systems, Man, And Cybernetics: Systems 51 (1) (2021) 237-252,
[15] U. Bodkhe, S. Tanwar, K. Parekh, et al., Blockchain for industry 4.0: acomprehensive
review, IEEE Access 8 (2020) 79764—-79800.

[16] T. Alladi, V. Chamola, R.M. Parizi, et al., Blockchain applications for industry 4.0and
industrial IoT: a review, IEEE Access 7 (2019) 176935-176951.

[17] C. Lin, D.B. He, X.Y. Huang, et al, BSeln: a block chain-based secure mutual
authentication with fine-grained access control system for industry 4.0, J. Netw. Comput. Appl.
116 (2018) 42-52.

[18] W. Viriyasitavat, L.D. Xu, Z. Bi, et al., Blockchain-based business process management
(BPM) framework for service composition in industry 4.0, J. Intell. Manuf. (2018) 1-12.

[19] J. Lee, M. Azamfar, J. Singh, A blockchain enabled Cyber-Physical Systemarchitecture for
Industry 4.0 manufacturing systems, Manufacturing Letters 20(2019) 34-39.

[20] R. Ashima, A. Haleem, S. Bahl, et al., Automation and manufacturing of smartmaterials in
Additive Manufacturing technologies using Internet of Things towardsthe adoption of Industry

4.0, Mater. Today: Proceedings 45 (6) (2021)5081-5088.

IRJHISIC2302005 | International Research Journal of Humanities and Interdisciplinary Studies (IRJHIS)| 44



www.irjhis.com ©2023 IRJHIS | Special Issue, February 2022 | ISSN 2582-8568 | Impact Factor 6.865
International Conference Organized by V.P. Institute of Management Studies & Research, Sangli
(Maharashtra, India) “Digital Technology: Its Impact, Challenges and Opportunities” on 25" February 2023

[21] Abeyratne, S. A., & Monfared, R. P. (2016). Blockchain ready manufacturing supply

Chain using distributed ledger. International Journal of Research in Engineering and Technology,
509), 1-10

[22] BlockchainTechnology to Enhance Supply Chain Management in Healthcare:: An
exploration of challenges and opportunities in the health supply chain. Blockchain in healthcare
today.

[23] Alzahrani, N., & Bulusu, N. (2018, June). Block-supply chain: A new anti-counterfeiting
supply chain using NFC and blockchain. In Proceedings of the Ist Workshop on Crypto
currencies and Block chains for Distributed Systems (pp. 30-35).

[24] Juma, H., Shaalan, K., & Kamel, 1. (2019). A survey on using blockchain in trade supply
chain solutions. /eee Access, 7, 184115-184132.

[25] Chang, S. E., Chen, Y. C., & Lu, M. F. (2019). Supply chain re-engineering using
blockchain technology: A case of smart contract based tracking process. Technological

Forecasting and  Social Change, 144, 1-11.

IRJHISIC2302005 | International Research Journal of Humanities and Interdisciplinary Studies (IRJHIS)| 45



